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9.30

9.45

10.30

11.15
11.30

12.30

Welcome & Opening Remarks

Alex Clayton, Construction CEO - Willis

Matia Cazzaniga, IMIA EC & Global Line of Business Leader - Zurich

Suzan Pardesi, OPERA EC & Onshore Engineering Underwriter - Navigators

Jon Wiegand, LEG Chairman & Head Engineering & Construction London - SwissRe Corso

IMIA WGP 98 (16) Cyber Risks - Engineering Insurers Perspective

Alexander Schmidl, Senior Underwriter Global Clients Property - Munich Re

Cyber - Silent Exposure in Industrial Property
Simon Dejung, Senior Underwriter Specialty Line Engineering — SCOR

Coffee Break

Panel Discussion — IMIA Draft Advanced Cyber Exclusion Clause
Paul Lowrie, Partner - Clyde & Co LLP

Aiko Schilling, Senior In-House Counsel Wordings - Munich Re

Andrew Herring, Practice Leader Energy EMEA region - Marsh

Israel Silverman, Vice President Associate General Counsel - SCOR

Markus Bassler, Head of Energy Onshore & Special Risks - Partner Re

Q&A and Conclusions
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Disclaimer

Presentations and material used during the workshop represent the views and
interpretations of the authors and editors of the IMIA Workgroup WGP 98 (16) and of
the members of the Panel Discussion session.

These do not necessarily express presenters’ companies opinion.

All presenters and Panel Discussion members do contribute and present in their own
personal capacity as supporters of this IMIA, LEG and OPERA initiative rather than on
behalf of their companies.

Third-party sources are quoted as appropriate. IMIA, LEG and OPERA are not
responsible for the content of the external sources including external websites
referenced in the presentations.

All workshop support material is intended for information purposes only.

Topics discussed are of a qualitative nature and complying with Anti-Trust laws &
regulations.




Why the interest? 7

. ZURICH
Potential Costs of a Data Breach

e Reputational damage

¢ Fraudulent payments or systems/software/data corruption
e Regulatory fines and penalties
e Legal liability

— Class action litigation
— Financial institutions: card replacement

e Costs of notification
— Forensic investigation
— Printing, postage or other communications to customers
— Credit monitoring services

= ¢ Crisis management costs to restore reputation
— Legal, public relations or other service fees
— Advertising or related communications

© Zurich Insuran
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Why the interest?

Potential Loss Exposures

Transmission of malicious code

— Cost to remediate security
vulnerability

— Cost to investigate event

— Liability to customers and other
third parties

Sabotage, defacement and
vandalism

— Cost to remediate website and
other content

— Hourly income while offline

— Liability to third parties for
inappropriate content

Z)

ZURICH

Denial of service attacks

Lost income due to a network
interruption

Extra expense to restore the
network

Cost to remediate website and
other content

Online extortion

Cost to remediate security
vulnerability

Cost to investigate event
Extortion demand
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mensions of Cyber Risk 2

ZURICH
= Hacking Attack = Wrongful act by employee
» Security and Privacy @ @ Legal liability due to violation of data
Liability protection obligations . Litigation costs (incl. Regulatory

proceedings)
» Defense costs

Legal liability due to infringement of ¢ Indemnity payments

> Internet Media Liability @ copyright or misleading advertising

» Notification * PR consultant
» Privacy Breach Costs @ @ Crisis Management * Legal advice e Credit
» Forensics Monitoring
. . . . * Net profit loss
» Business Interruption @ @ Interruption of services

e System restoration

. Introduction of malicious code, D.-0.-S. attacks ¢ Extortion money payments
> e B Eaie @ @ and disclosure of confidential information * Reward Payments
> Digital data . . I » Forensics
Reconstitution Costs @ @ Cotiupiien e dsimaten o gl ekiz » Reconstitution costs

15t Party 3rd Party
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Cyber Risk in Power, Energy and Project Risks s

Potential consequences of Cyber Risk attacks

Intellectual Property (IP) Theft
Data and Software Loss

Cyber Extortion

Cyber Crime/Fraud

Breach of Privacy Event
Network Failure Liabilities

Physical Asset Damage — Property Damage

Death and Bodily Injury - S Gty Images
Incident Investigation and Response Costs

Business Interruption (Bl) — As a consequence of Cyber Attack or indirect PD
Market share loss

Impact on Reputation
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Possible Loss Scenario and Industry exposure to Cyber Risk attacks
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Cyber Risks - Engineering Insurers Perspective
IMIA Working Group Paper 98 (16)

Cyber Risks — PD/BI Coverage in Industrial Property
London — November 16, 2016

Alexander Schmidl — Munich RE
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Scope & Content
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WHAT IS IT ALL* ABOUT?
*CYBER RISK IN ENGINEERING LINES

Silent Engineering All Risks Policies cover cyber peril

Physical damage losses are paid by insurers

Lack of Cyber underwriting and premium calculation

Cyber Risk in Engineering more complex than asumed

Cyber Risk — Engineering Insurers Perspective 17.11.2016 11



OBJECTIVES OF THE CYBER WORKGROUP

IMIA Working Group Paper 98 (16)
IMIA Annual Conference 2016 — Doha, Gatar

to publish a paper in October 2016:

Cyber Risks

e dedicated to engineering
underwriters and risk managers

* Increasing their awareness for
cyber risks in engineering lines

Working Group members

S ——— e providing practical underwriting

Arna Wooley Zenior Undenatter Constmucion Zurich GO
AESCCIAE DAreior

e o, guidance and claims

Sarah 'Wm Lty haries Taylor Adjust] London
[ Simon T Jung =enkor Ui 21
Tom Tan! Iar: Ciractor Dutil

et considerations

http://www.imia.com/wp-content/uploads/2016/09/IMIA-Working-Group-Paper-9816-Cyber-Risks-Rev-A002-16-09-20161.pdf
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SCOPE & CONTENT

1 Executive Summary

2 Introduction

3 A Decision is Needed

4 Cyber Risk in Engineering Line Insurance

4.1 Threat Factors

4.2 Cyber Threats arising out of Industrial Control System (ICS) Vulnerabilities
4.3 Where is the Exposure outside of ICS in Engineering Policies

4.4 Examples of Vulnerabilities in the Energy Industry

4.5 Examples of Incidents, Losses and Claims in Engineering Lines

4.5.1 Losses from Operational Risks
4.5.2 Losses from Project Risks



SCOPE & CONTENT

5 Underwriting Considerations
5.1 Technical Risk Assessment, Risk Appetite
5.2 Accumulation Risk Management

5.3 Policy Wording Considerations
5.3.1 Cyber War and Cyber Terror
5.3.2 IT and Cyber Risks Exclusions
5.3.3 Advanced Cyber Exclusion Clause
5.3.4 Write-back Endorsement

54 Key Criteria in Pricing

6 Claims Considerations

6.1 Success factors in cyber claims management

6.2 Particular, case dependent claims management requirements

7 Emerging Risks from Internet of Things and Cloud Services
8 Balance of Interests between Insurance Need and -Solution

9 Conclusion



SOME HIGHLIGHTS

1- Underwriting Decision Options iro Cyber Risk

Like it (Price it)

Leave it (Exclude it)

Change it (Limit it)

Provide Cyber cover either via:
o Standalone Cyber Policy or

o Exclusion (see 5.3.3) and Write-
back endorsement (see 5.3.4) or

e Under unchanged “All risk”
engineering policies, assessing
and pricing cyber risk. Refer to
section 5.-Underwriting
Considerations

Use advanced exclusion clauses (See
section 5.3.3) and accept the effort of
proving cyber root causation in origin,
(i.e. without in-depth investigation).

Mitigate the risk by

e Inserting obligations in the
wording referring to agreed
standards regarding risk
compliance, security and safety
with the insured (refer to risk
assessment standards, section
5.1)

o Change the risk profile through
interfacing with the general risk
and compliance team.

Pro’s:

o Monetizing market demands
o Risk partnering with insured
e  Adequate risk return

Pro’s:

. Minimizing risk in the engineering
book of business
° Potential for adequate risk return

Pro’s:

. Business can be retained

Con’s:

o Difficult to sell in overcapitalized
markets

e Adequate cyber pricing is
challenging due to lack of
historical data, metrics and
models

con’s:
° Difficult to enforce

. not a useful risk solution for the
insured

e remaining risk not monetized

Con’s:

. Difficult to enforce

e  Still not charging premium for
exposure.

e  Potentially not meeting clients
expectations




SOME HIGHLIGHTS
2 — Threats from Industrial Control Systems (ICS) 1/3

ICS were designed for reliability and continuous operation of industrial processes.
The fundamental design was performed before communication networking was usual
l.e. formerly existing air gaps between Internet and ICS are often bridged

1
]

L

ramote IE—P'lDﬁt-:l in
& controd

World Area Network
Process Enterprise (Internet)
Control Control

Network Metwork

B

- o

Industrial Control

System

ICS so are accessible from the www, if administrator login credentials get “phished”
Patches and updates to ICS are very seldom (only during maintenance, with
manufacturer’s permission), vulnerabilities can be exploited

Cyber Risk — Engineering Insurers Perspective 17.11.2016 17



SOME HIGHLIGHTS
3- Discussion of Engineering Cyber losses 1/2

4.5 EXAMPLES OF INCIDENTS AND LOSSES IN ENGINEERING LINES
4.5.1 LOSSES FROM OPERATIONAL RISKS

2014 GERMAN STEEL MILL - (PD/BI - LOSS)
2015 UKRAINIAN POWER GRID BLACKOUT - (Bl - LOSS)
2008 TRAM DERAILMENT IN LODZ, POLAND - (PD - LOSS)
2005 DAIMLER-CHRYSLER - (PD/BI — LOSS)
2001-2002 MAROOCHYSHIRE — (PD — LOSYS)

4.5.2 LOSSES FROM PROJECT RISKS

2011 CONCENTRATED SOLAR POWER PLANT IN UAE (PD-LOSS)

More incidents see: http://mww.risidata.com/Database/event date/desc

Cyber Risk — Engineering Insurers Perspective 17.11.2016
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SOME HIGHLIGHTS
3- Discussion of Engineering Cyber losses 2/2

2014 GERMAN STEEL MILL - (PD/BI - LOSYS)
https://www.youtube.com/watch?v=0VMwI2TWrZw

Cyber scenario: Targeted malicious attack

Method: Access to the enterprise’s office network via a Spear
Phishing Mail. By gathering admin login credentials further
access to the industrial process network.

Loss Effect: Massive Ethernet traffic on the proces network leading to
failure of control components, inhibiting a controled
shutdown of a furnace, finally leading to a € 20m from
ground up physical damage and business interruption loss

Claim: under property reinsurance treaty

Attacker’s profile: expert knowledge. The compromise involved many different
IT systems including industrial control systems.

Cyber Risk — Engineering Insurers Perspective 17.11.2016 19
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SOME HIGHLIGHTS

4 — Advanced Cyber Exclusion and Write-Back Endorsements

Endorsement — Advanced Cyber Exclusion 2016 (IMIA Draft)

MNotwithstanding any provision to the contrany within this Policy or any it thereto, it is ur and
agreed as follows:
1. Any loss, damage, liability, costs or expenses directly or indirectly caused by or contributed to or resulting

31

3z
3241

322

323

324

325

from the following are excluded from indemnification and are not covered by this Policy, regardless of any
other cause or event contributing concurrently or in any other sequence to the loss, damage, liability,
costs or expenses:

a) Damage to or Loss of Data cccurring on the Insured’'s Computer Systems, or
B)  a Computer Malicious Act on the Insured's Computer Systems, or

¢) Computer Malware on the Insured’s Computer Systems, or

d) aHuman Error affecting the Insured’s Computer Systems, or

&) @ System Failure occurring on the Insured’s Computer Systems, or

fi aDefect of the Insured's Computer Systems, or

g) a Cyber Extortion.

Where this Cyber E on policies risks of war or termorism this Cyber Exclusion
shall only exclude Cyber Tenonsm or Cyber War according to Clause 1 above.

The Insurer's ¢ o irvdk ify the Insured in d
fully compliance with all of the followlng conditions:

‘While this Pelicy is in effect, the Insurer or an Expert, agent or a representative of the Insurer may, at any
reasonable time, inspect and examine the Insured's premises, the Insured Property, the Insured's
Computer Systems, and the Insured's Computer Networks in order to conduct claims handling. The
Insured shall in a imely manner provide the Insurer or an Expert, agent or a representative of the Insurer
with all relevant details and information that may be required by the Insurer for its claims handling.
Additionally, the Insured shall ensure that the Insurer or an Expert, agent or a representative of the
Insurer is allowsd to inspect any Outsourcing Provider of the Insured if such an inspection is required
o conduct claims handling.

Upen the occumrence of any loss event that might give rise to a claim under this Policy, the Insured shall

with this Policy is subject fo the Insured’s

cooperate at all times with the Insurer or an Expert, agent or a representative of the Insurer with regard
to the loss event that might give rise to a claim under this Policy;

do and permit to be done anything that may be practicable to suppert the Insurer or an Expert, agent or
a representative of the Insurer in order to establish the cause and extent of the loss or damage resulting
from the loss event that might give rise to a claim under this Policy;

preserve any hardware, software and Data which may be affected by the loss event that might give rise
to a claim under this Policy and make them available for inspection by the Insurer or an Expert, agent or
a representative of the Insurer as long as required by them;

furnish any information, reports, r Data and d
or a representative of the Insurer may require; and

ion that the Insurer or an Expert, agent

suppaort the Insurer or an Expert, agent or a representative of the Insurer in any forensic investigation of
the cause of any less event that might give rise to a claim under this Policy and in any preparation of the
documentation of the results.

The boldfaced, capitalized terms used in this Cyber Exclusion Endorsement shall have the following
meanings and the singular shall include the plural and vice versa:

Computer Malicious Act
Maansanywmngﬁ.lla«:cameduulmmughlhe use of

Data, Computer Systems or Computer Networks with
the intention to cause any harm. The termn Computer
Malicious Act shall also encompass a Denial of Service
Attack.

‘Computer Mablware

Means any hostile or intrusive software, induding
computer viruses, spyware, computer woms, trojan
horses, roctkits, ransomware, keyloggers, dialers,
spyware, adware, malicious browser helper objects and
mogue security software, designed to infilirate and disrupt
computer operations, gather sensitive information, or gain
access to Computer Systems without consent.

Computer Network
Means a group of Computer Systems and other
computing hardware devices or network  facliSes
connected wia a form of communications technology.
including the internet, intranet and virtual private networks

M), allowing the networked computing devices to
exchange Data.

Computer S

Means the Information Technology (IT), industrial process
control or communications systems, as well as any other
item or element of hardware including amd 1T
infr: , software or i it that is designed to be
used for the purpose of creating, accessing, processing,
protecting, monitoring, storing, retrieving, displaying or
transmitiing Data. The term Computer Systems shall alse
include IT devices such as laptops, external drives, CD-
ROMs, DVD-ROMs, magnetic tapes. magnetic disks or
USH sticks that are used in Data processing to record and
store Data.

Cyber Extortion
Means any unlawful and intentional use of a threat or
series of threats by an extortionist against the Data on an
Insured’s Computer Systems or against the Insured’s
Computer Systems in order to exiract a Cyber Extortion
Ransom from the Insured by wuse of cosrcion.

Cyber Extortion Ransom

Means anything of value, including money, or other
property or services that the Insured is forced to pay or to
provide to the extortionist or any other party.

Cyber Temmorism

Means any act or series of acts or threat thereof of any
person of growp of persons, whether acting alone or on
behalf of or in connection with any crganization through the:
use of Computer Systems, to destruct, disrupt, subwvert or
make use of any Computer System. Computer Network,
IT infrastructure, the intemet, the intranet,
telecommunications andfor its content, with the intention o
cause ham and committed for religious, ideclogical or
poliical purposes including but not limited to the
influencing of any government andior to put the public or a
section of the public in fear.

Cyber War

Means any state of hostile conflict (whether declared or
not) to rescive a matter of dispute between two or mare
states, mations, or political entities or organisations by

Cyber Risk — Engineering Insurers Perspective

using - whaolly or partially - Computer Systems or the
intermet, to render non-functional, disrupt, subwert or make
use of any Computer System, Computer Network, IT
infrastructure, the internet, the intranet,
telecommunications andior its content, with the intention o
cause harm.

Damage to or Loss of Data

Meamns any introduction, comuption, creation, modification,
redirection, alteration or deletion of Data which, when
stored or processed by 3 Computer System, may lead to
an impaired. comupted or abnormal functioning of the
Computer Systems andior the intemuption or disruption
of processing operations.

Data

Means any information, imespective of the way it is used
or rendered such as text, figures, voice, images or any
machine readable data, incuding software or programs,
that are being transmitted or are stored in a digital format
outside the random access memary.

For the awoidance of doubts the term Data shall not be
considered Insured Property.

Denial of Service Attack
Means amy malicious attack leading to a total or partial
deprivation, disruption and/or unavailability of Computer
or C being altered or
rendered temporarily or pemnanently non-functional or
cn:hemse u'\avallable bcl anticipated users of such
through the
deluglng and ¢ ing of Comp! with an
incoming stream of requests or Data. The temn Denial of
Service Attack includes a distributed denial of service
attack in which a multitude of compromised systems are
used to coordinate a simultaneous attack as well as both
wolumetric and application specific attacks.

Defects

Means any fault, defect, maffunction, emor or
omission in design, plan, specification, material or
programming on or of the Insured’s Computer
Systems.

Employee
Meanms any natural person that performs services or
provides |abour in the service and on the premises of the
Insured under an express orimplied employment contract,
under which the Insured has the right to control the details
of work performance. The term “Employee” shall also
include external staff hired by the Insured in order fo
provide IT services working within the operational structure
and under the functional authority of the Insured.

Expert
Meanms any person with a high degree of skill in or
knowledge of a certain subject. induding but not limited to
IT specialists, lawyers, consultants or auditors.

Humian Error

Means any negligent or inadvertent |T operating emor,
including an emor in the choice of software to be used, a
sat-up emor or any inappropriate one-off operation camied
out by an Employee of the Insured.

17.11.2016
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SOME HIGHLIGHTS
4 — Advanced Cyber Exclusion and Write-Back Endorsements

NMA 2914,15,12 CL 380 not sufficiently exclude all instances of physical damage
caused by cyber- incidents and there is lack of definition.

The IMIA WORKGROUP ADVANCED CYBER EXCLUSION CLAUSE applies to any
(including physical) loss or damage directly or indirectly caused by or resulting from
one or more of the following:

a) Damage to or Loss of Data occurring on the Insured's Computer Systems,
b) Computer Malicious Act on the Insured's Computer Systems,

c) Computer Malware on the Insured's Computer Systems,

d) Human Error affecting the Insured’s Computer Systems, or

e) System Failure occurring on the Insured’s Computer Systems, or

f) Defect of the Insured’s Computer Systems, or

g) Cyber Extortion.

Definitions are provided in the exclusion. Unlike CL380, no need for insurers to
demonstrate an intention to cause harm on the part of the hacker.

Effective exclusion for the German steel-mill case, where it is believed that the
physical damage was an inadvertent result of the hacker's activities.



SOME HIGHLIGHTS
4 — Advanced Cyber Exclusion and Write-Back Endorsements

Note:

* The burden of proof for applying an exclusion is on the insurer
and for that

» successful investigation about cyber as root cause is key

Therefore, the IMIA WORKGROUP ADVANCED CYBER EXCLUSION CLAUSE makes
payment of any claim, not just a ‘cyber claim’, subject to a condition precedent
regarding preservation of data and access to the assured's computer systems.

This should ensure that insurers' experts are given access to relevant computer
systems where a cyber-attack is suspected, allowing an accurate and timely
assessment of whether the loss has been caused by a cyber-attack.



SOME HIGHLIGHTS
4 — Advanced Cyber Exclusion and Write-Back Endorsements

IMIA WORKGROUP WRITE-BACK ENDORSEMENT 2016 ALTERNATIVE 1 (DRAFT)

Issued to:

Issued by:
Effective:
Endorsement No.:

Subject to the terms, conditions, deductibles, limits, exclusions and extensions
contained in this Policy, this Cyber Write Back Endorsement obliges the insurer to
indemnify the Insured for any loss, damage, liability or expense which the Insurer
would have been able to decline solely due to the operation of Clause 1. and/or
Clause 2. of the Advanced Cyber Exclusion 2016 as agreed hereon by endorsement.

Cyber Risk — Engineering Insurers Perspective 17.11.2016 23



SOME HIGHLIGHTS
5 — Success Factors in Claims Management

* Think about Cyber as possible cause for claimed physical damage
* Occurrence of PD within the policy period!, time of infection is not relevant

* Timeframes are important to secure evidence of cyber root cause, logs,
screenshots witness statements help, particularly in view of a relatively long
incubation period (average incubation period is 8 months)

» Clear instructions for claims management whether to involve loss adjuster or
claims service provider

» Clear policy conditions particularly regarding exclusions and writeback will support
loss adjustment. Clarity regarding insured perils, insured interests and insured
objects is paramount. Unambiguous definitions are required for terms such as
cyber incident, data, property damage, loss and occurrence.

See also the definitions provided in the Advanced Cyber Exclusion Endorsement

Cyber Risk — Engineering Insurers Perspective 17.11.2016 24



SOME HIGHLIGHTS
6 — Balance of Interests between Insurance Need and -Solution

An Insured would not like to find cyber excluded from his All Risks policy at
renewal.

Likewise, a technical insurer would rightly be uncomfortable including
silent and unknown cyber exposures (and worse still, including such cover
without collecting an adequate additional premium for the exposures).

How can the dilemma be solved?

Do you know it?

Cyber Risk — Engineering Insurers Perspective 17.11.2016 25






Cyber — Silent Exposure In Industrial Property
A representative discussion for the entire industry?

Simon Dejung

London — November 16, 2016

SCOR

The Art & Science of Risk




DISCLAIMER

The opinions expressed in this presentation represents the views and
interpretations of the author and do not necessarily represent the official position
of SCOR.

Third-party sources are quoted as appropriate.

This publication is intended for information purposes only.

Topics discussed are of a qualitative nature such as the impact of new legislation
and complying with Anti-Trust laws & regulations.

SCOR 28
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we will focus on...

» Consequences of interconnectivity

» Legal environment

» Wordings for industrial property up to date for current exposure?

» Onus of proof - What is the price to exclude cyber?

» Are loss adjusters, claims handlers and risk engineers familiar with cyber?

» Think about: cyber - war, terror, inadvertent IT failure

SCOR

The Art & Science of Risk
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loT & Interconnectivity in our everyday'’s life

Evolution of the
Mobile Phone

There is expected to be 79 billion

connected devices by 2020.

Motorola MNokia  Nokia Nokia Ericsson Alcatel Samsung
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Friday's Massive DDoS Attack Came from Just 100,000
Hacked loT Devices
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EU & US - Protection of personal data

HHS .gov

h & Human

The Process  More Resources Our Partners

EUGDPR.org

The Regulation - :
. Health Information Privacy

The EU General Data Protection Regulation
(GDPR) is the most important change in

da

we're here to make sure you're

prepared.

" TIME UNTIL GDPR ENFORCEMENT
uTC
562:17:10:21

Day  Hr  Min S

GDPR Portal: Site Overview Quick Links

This website is a resource to educate the public about the main elements
of the General Data Protection Regulation (GDPR)

FEDERAL TRADE COMMISSION
PROTECTING AMERICA'S CONSUMERS

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT

POLICY

TIPS & ADVICE I'WOULD LIKE TO...

enl » Statuies » Federal Trade Commission Act

Home =

Federal Trade Commission Act

TAGS:

Franch:

and Marketing

vironmental Marketing | Health Claims | Made in USA |

Onlne A qQ and | T

q | Credit and Finance | Credit and Loans | Debt | Debt Collecton | Morigages |
Payments and Billing | Privacy and Security | Children's Privacy | Consumer Privacy | Credit Reporting | Data Security | Gramm-Leach-Bliley Act |
Red Flags Rule

MISSION: Compettion | Consumer Protection

SCOR

The Art & Science of Risk

I'm looking for...
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HHS Home > HIPAA > HIPAA for Professionals

HIPAA for Professionals

Privacy

Sacurity

Breach Notification

Compliance & Enforcement

Special Topics

Patient Safety

Covered Entities & Business
Associates

Training & Resources

FAGs for Professionals

Other Administrative
Simplification Rules

HHS A-Z Index

HIPAA for
Professionals

Filing a

Y ewaroom

| Complaint

TextResize A A o Printi@  Shae ] [ +

HIPAA for Professionals

Tomprove the efficiency and effectiveness of the health care system, the Health Insurance Podability
fand Accountability Act of 18 HIPAA)L Public Law 104-191, included Admenistrative Simphlfication
provisions that requared HHS to adopt national standards for electronic health care transactions and
code sets, unique health identifiers, and security. Al the same lime, Congress recognized that
advances in electronic lachnology could erode the privacy of health information. Consequently,
Congress ncorporated into HIPAA provissons that mandated the adoption of Federal privacy

tect for individualby i health ir

* HHS published a final Priyacy Rule in December 2000, which was later modified in August 2002
This Rude sat national standards for the protection of individually identifiable health information by
three types of covered entities: health plans, health care cleannghouses. and health care providers
who conduct the standard health care tr electronically, with the Privacy Rule
was required as. of April 14, 2003 (Apnl 14, 2004, for small health plans).

* HHS published a final Security Rule in February 2003. This Rule sets national standards for
g the co . integaity, and of protected health information
Compliance with the Secunty Rule was required as of April 20, 2005 (April 20, 2006 for small health
plans)

* The Enforcemant Rule provides standards for the enforcoment of all the Adminstrative
Simplfication Rules

« HHS enacted a final Omnibus rule that implements a number of provisions of the HITECH Act to
strengthen the privacy and security protections for health information established under HIPAA,




From hardwired “island operation” to a interconnected ICS networks

THE PAST: HARDWIRED INTERFACES

- s WY

» A collection of dry contact
inputs/outputs were used to fulfill a
correlation matrix to meet a specific
project integration objective

» Relay Logic was used to design
complex interfaces

» Systems were poorly documented if

at all and nearly impossible to

maintain or extend

Sw R https://en.wikipedia.org/wiki/SCADA
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And how are vulnerabilities exploited?

see German Federal Office for Information Security (BSI) — Report 2014

Office Network

Misconfigured
Firewalls

Plant Network
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RS-232

-
Insecure
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https://www.youtube.com/watch?v=0OVMwI2TWrZw
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3.3.1 APT-Angriff auf Industrieanlagen
in Deutschland

Sachverhalt
Gezielter Angriff auf ein Stahlwerk in Deutschland.

Methode

Mittels Spear-Phishing und ausgefeiltem Social
Engineering erlangten Angreifer initialen Zugriff
auf das Biironetz des Stahlwerks. Von dort aus
arbeiteten sie sich sukzessive bis in die Produk-
tlonsnetze vor.

Schadenswirkung

Es hauften sich Ausfille einzelner Steuerungs-
komponenten oder ganzer Anlagen. Die Ausfalle
fithrten dazu, dass ein Hochofen nicht geregelt
heruntergefahren werden konnte und sich in
einem undefinierten Zustand befand. Die Folge
waren massive Beschadigungen der Anlage.

Zielgruppen
Betreiber von Industrieanlagen.

Technische Fihigkeiten

Die technischen Fihigkeiten der Angreifer sind als
sehr fortgeschritten zu bewerten. Die Kompromit-
tierung erstreckte sich auf eine Vielzahl unter-
schiedlicher interner Systeme bis hin zu industri-
ellen Komponenten. Das Know-how der Angreifer

DIE LAGE DER IT-SICHERHEIT IN DEUTSCHLAND 2014 | VORFALLE
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ExO 13636 — US Gov recommendations - incentives for cyber insurance
; #0100 aa il

» Implementation of cybersecurity practices & standards

» Increase of cyber information sharing

» Develop awareness for cyber aspects of how
infrastructure functions

» Understand cascading of infrastructure failures

Executive Order 13636:
Improving Critical Infrastructure

Cybersecurity

Department of Homeland Security
Integrated Task Force

Incentives Study Analytic Report

https://www.ntia.doc.gov/files/ntia/Commerce_Incentives_Discussion_Final.pdf

" = https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity

June 12, 2013
% https://www.treasury.gov/press-

center/Documents/Supporting%20Analysis%20Treasury%20Report%20to%20the%20President%200n%20Cybersecurity%20Incentives

-4 Homeland oL

http://www.bna.com/the-potential-effect-of-executive-order-13636-on-cybersecurity-insurance-coverage/

L]
S e Cur ]. t }’ https://www.dhs.gov/sites/default/files/publications/dhs-e013636-analytic-report-cybersecurity-incentives-study.pdf
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NIS Directive- incentives for cyber insurance

European
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Network and Information Security Directive:
co-legislators agree on the first EU-wide
legislation on cybersecurity

Published on 09/12/2015

On 7th December 2015, the European Parliament and the Council reached an
agreement on the Commission’s proposed measures to increase online security in
the EU. The Network and Information Security (NIS) Directive is the first piece of
European legislation on cybersecurity. Its provisions aim to make the online
environment more trustworthy and, thus, to support the smooth functioning of the
EU Digital Single Market.

The proposal for a Directive concerning
measures to ensure a high common level of
network and information security across the
Union was put forward by the European
Commission in 2013. Two years later, the Parliament and the Council have agreed on
a set of measures to boost the overall level of cybersecurity in the EU.

o Share

The new rules will:

» improve cybersecurity capabilities in Member States

* improve Member States' cooperation on cybersecurity

* require operators of essential services in the energy, transport, banking and
healthcare sectors, and providers of key digital services like search engines and
cloud computing, to take appropriate security measures and report

incidents to the national authoritics,

Europ. Commission Vice-President:
"people & businesses ... need to trust
. in secure online environment and
use digital tools, networks and
services in the EU with confidence.
The NIS Directive is the EU
legislation on cybersecurity... &
requires companies in critical sectors
to adopt risk management
practices and report major incidents

to their national authorities...”

* Entry in force August 2016
e Transposition into national law
May 2018

https://ec.europa.eu/digital-single-market/en/news/network-and-information-security-nis-directive



https://ec.europa.eu/digital-single-market/en/news/network-and-information-security-nis-directive

ENISA leads NIS development and implementation of the European
Union's policy and law
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Cyber Insurance: A look at recent advances,

Critical Infrastructures and Services good practices and challenges by ENISA

CSIRT Network Published on November 07, 2016

CSIRT Services : :
ENISA's support to EU and National strategieg
for information security presented at IT
workshop

Published on October 28, 2016

CSIRTs and communities
Cyber Crisis Management

Cyber Exercises
DSiN ten-year congress: “Security derives

Cyber Security Education

Data Protection

Incident Reporting

IoT and Smart Infrastructures
National Cyber Security Strategies
Standards and certification

Threat and Risk Management

Trainings for Cyber Security Specialists

Trust Services
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Cyber Insurance: A look at recent advances, good
practices and challenges by ENISA

ENISA recognising the growing need of insurance companies and customers
alike, developed a report, focusing on key developments, challenges, and an
insurers’ pre-policy risk assessment.

Published on November 07, 2016.

from responsibility”
Published on October 27, 2016

4th Week ECSM: Mobile Malware
Published on October 24, 2016

Regional Cybersecurity Forum for Europe
Published on October 21, 2016



https://www.enisa.europa.eu/news/enisa-news/cyber-insurance-a-look-at-recent-advances-good-practices-and-challenges-by-enisa

NIS — safe networks for critical services

Essentlal Energy (Electricity, Oil, Gas)

Services

) o anking

In Crltlcal Financial market infrastructures
SeCtorS Health sector

Drinking water supply and distribution

Transport (Air transport, Rail transport, Water transport, Road transport)

Digital Infrastructure

Digital Online marketplace
Service
Providers  COnineseerchensine

Cloud computing service

Table 1: Types of entities for the purposes of point (4) of Article 4 of NIS Directive
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Lloyds position on NIS
https://www.lloyds.com/the-market/communications/regulatory-communications-1 2 ~ @ C [ JB] cytersecurty- 60 poseymaters 2q —
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Key points

Application - The NIS Directive imposes obligations on operators of essential services and providers of key digital services and lists the essential
services to which it applies. This list includes, among other sectors, transpoert, banking, financial market infrastructures, healthcare and energy. It
does not mention insurers explicitly.

Minimum harmonisation - The Directive sets out minimum harmonisation measures and Member States are not prevented from adopting more
restrictive provisions to achieve higher levels of NIS security. In the implementation phase, it is for Member States to identify specific entities,
under each sector listed, to which the rules will apply.

Increased national cybersecurity capabilities - Each EU Member State must adopt a national strategy and appropriate cybersecurity measures.
They must establish a National Competent Authority (NCA) to monitor implementation of the rules, as well as Computer Security Incident
Response Teams responsible for handling incidents.

Security and notification requirements - The businesses to which the Directive is applied will have to take appropriate security measures to
manage the risks posed to the network and information systems they control and use in their operations. They will be required to notify to the
relevant NCA, without undue delay, incidents having a significant impact on the continuity of the core services they provide.

+ Cooperation network - The EU Commission and the NCAs will form a cooperation network tasked with supporting and facilitating strategic
cooperation and exchange of information.

Sanctions - Breach of the obligations imposed by the Directive may attract onerous administrative sanctions. It is the responsibility of Member
States to determine penalties which, according to the Directive, must be "effective, propertionate and dissuasive”.

Interplay between NIS Directive and EU General Data Protection Regulation (“GDPR"™)

Although both the NIS Directive and the GDPR laws impose requirements on operators to adopt risk-based security measures as well as mandatory
incident notification in case of breaches, they protect different interests and may apply to distinct types of incidents.

Whilst the GDPR aims to safeguard personal data, the Directive’s focus is on network security. The targets are also distinct: where the GDPR will apply
1o any person or entity involved in the processing of personal data of individuals in the EU, the NIS Directive is addressed to operators of essential
services and digital service providers.

Finally, the NIS Directive does specify that, in cases where personal data are compromised as a result of serious incidents, NCAs and data protection
authorities must cooperate and exchange all relevant information to address personal data breaches resulting from incidents.

Impact on the Lloyd’s market

+ Aisk management implications - Although insurers are out of the scope of the Directive, the final decision on whether certain entities meet the
Directive’s criteria will be remitted to Member States.

Financial market infrastructures and banks will be subject to breach reporting obligations and minimum security requirements. In the
implementation phase, if the UK extends the cbligation to meet cyber security requirements to all financial services firms, Lloyd’s managing
agents and intermediaries will need to comply with the rules.

Impact on underwriting - Lloyd’s remains a market leader in cyber insurance. Once implemented, the NIS Directive may drive demand for cyber
insurance in Europe.

The new EU rules support the creation of a risk management culture and will improve information sharing practices between the private and
public sectors. This will help underwriters to analyse rapidly-evolving cyber threats and risk managers to reduce uncertainty and address better
solutions.

Next steps
The political agreement reached in December 2015 needs to be formally adopted by the European Parliament and the EU Council (expected in spring

2016). Once published in the EU Official Journal, Member States will have 21 months to implement the NIS Directive into national law and a further six
moenths to identify operators of essential services.

SwR https://www.lloyds.com/the-market/communications/regulatory-communications-homepage/regulatory-
communications/regulatory-news-articles/2016/01/cybersecurity-eu-policymakers-agree-network-and-information-security-
The Art & Science of Risk directive
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Let's have a look now on Insurance

[ Legislator did their homework

 Industry did their homework
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Onus of proof & ambiguities in current wording

 Policy holder: ... demonstrates «claim triggers policy»

- Insurance: ... demonstrates «exclusion applies»

= CL/NMA clauses not stress tested — no court decisions regarding cyber
induced PD / Bl

= Terms not specified
= Complex clauses
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Institute Cyber Attack Exclusion Clause (CL 380), 10/11/03

1. Subject only to clause 1.2 below, in no case shall this insurance cover loss damage liability or expense
directly or indirectly caused by or contributed to by or arising from the use or operation, as a means
for inflicting harm, of any computer, computer system, computer software programme malicious
code, computer virus or process or any other electronic system.

2. Where this Clause is endorsed on policies covering risks of war, civil war, revolution, rebellion,
insurrection, or civil strife arising therefrom, or any hostile act by or against a belligerent power, or
terrorism or any person acting from a political motive, Clause 1.1. Shall not operate to exclude losses
(which would otherwise be covered) arising from the use of any computer, computer system computer
software programme, or any electronic system in the launch and/o guidance system and/or firing
mechanism of any weapon or missile.

... in no case shall this insurance cover loss ... from the use ... - as a

means for inflicting harm - of any computer system...

» ask IT forensics about intention / inadvertent ...

SCOR 13
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Cyber Non-Aggregation Clause (NMA 2912) —
IT Hazards Exclusion Clause (NMA 2928)

Losses arising, directly or indirectly, out of :

i. loss of, alteration of, or damage to

or

ii. areduction in the functionality, availability or operation of

a computer system, hardware, programme, software, data information repository, microchip, integrated
circuit or similar device in computer equipment or non-computer equipment, whether the property of the

policyholder of the reinsured or not, do not in and of themselves constitute an event unless arising out of
one or more of the following perils:

Fire, lightning, explosion, aircraft or vehicle impact, falling objects, windstorm, hail, tornado, cyclone,
hurricane, earthquake, volcano, tsunami, flood freeze or weight of snow.

... losses out of damage or reduction in the functionality of a computer system do

not constitute an event unless arising out of FLEXA and/or Natural Hazards...

» FLEXA causes ICS disruption OR ICS disruption causes FLEXA ??7?
Good luck in court AND if you have to explain to policy holder ...

SCOR
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Electronic Data Endorsement A (NMA 2914), 25/01/2001

1. Electronic Data Exclusion

Notwithstanding any provision to the contrary within the Policy or any endorsement thereto, it is
understood and agreed as follows:-

a) This Policy does not insure, loss, damage, destruction, distortion, erasure, corruption or alteration
of ELECTRONIC DATA from any cause whatsoever (including but not limited to COMPUTER VIRUS) or
loss of use, reduction in functionality, cost, expense of whatsoever nature resulting therefrom,
regardless of any other cause or event contributing concurrently or in any other sequence to the
loss.

ELECTRONIC DATA means facts, concepts and information converted to a form useable for
communications, interpretation or processing by electronic and electromechanical data processing
or electronically controlled equipment and includes programmes, software, and other coded
instructions for the processing and manipulation of data or the direction and manipulation of such
equipment.

COMPUTER VIRUS means a set of corrupting, harmful or otherwise unauthorised instructions or
code including a set of maliciously introduced unauthorised instructions or code, programmatic or
otherwise, that propagate themselves through a computer system or network of whatsoever
nature. COMPUTER VIRUS includes but is not limited to 'Trojan Horses', 'worms' and 'time or logic
bombs'.

... ELECTRONIC DATA not insured ...
SCOR 15
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Electronic Data Endorsement A (NMA 2914), 25/01/2001

b) However, in the event that a peril listed below results from any of the matters described in
paragraph a) above, this Policy, subject to all its terms, conditions and exclusions will cover physical
damage occurring during the Policy period to property insured by this Policy directly caused by such
listed peril.

Listed Perils: Fire, Explosion

2. Electronic Data Processing Media Valuation

Notwithstanding any provision to the contrary within the Policy or any endorsement thereto, it is
understood and agreed as follows:-

Should electronic data processing media insured by this Policy suffer physical loss or damage insured
by this Policy, then the basis of valuation shall be the cost to repair, replace or restore such media to
the condition that existed immediately prior to such loss or damage, including the cost of reproducing
any ELECTRONIC DATA contained thereon, providing such media is repaired, replaced or restored. Such
cost of reproduction shall include all reasonable and necessary amounts, not to exceed [Response] any
one loss, incurred by the Assured in recreating, gathering and assembling such ELECTRONIC DATA. If the
media is not repaired, replaced or restored the basis of valuation shall be the cost of the blank media.
However this Policy does not insure any amount pertaining to the value of such ELECTRONIC DATA to
the Assured or any other party, even if such ELECTRONIC DATA cannot be recreated, gathered or
assembled.

[PD caused by] Fire, Explosion resulting from loss of functionality or loss of ELECTRONIC DATA will be
covered ...

SCOR 16
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CL 380 exchanged for NMA 2914/5

“In no case shall this insurance cover loss from the use - as a means for

inflicting harm - of any computer system”

FOR

“PD caused by Fire, Explosion resulting from loss of (ICT) functionality or
loss of ELECTRONIC DATA will be covered

SCOR .
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NMA 2912/28 exchanged for NMA 2914/5

“... losses out of damage or reduction in the functionality of a computer
system do not constitute an event unless arising out of FLEXA and/or

Natural Hazards...”

FOR

“PD caused by Fire, Explosion resulting from loss of (ICT) functionality or
loss of ELECTRONIC DATA will be covered

SCOR 18
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UW considerations — intended vs. inadvertent — cyber war — cyber terror

» Cyber incidents are not always intended
» wrong coding
» wrong interaction of two control units
» manual bypass of alarm management system during commissioning

— effect could be equal to an malicious attack

» Targeted cyber incidents are not sudden and unforeseen
— Initial attack/infection could even have happened before the policy inception

» Targeted cyber attacks can produce losses higher than PML assessed

» Motivation of a cyber attack can be different — but method of a cyber attack and resulting

damage are of the same kind

— to distinguish between war, terror, sabotage, malicious act is_pointless

SCOR 19
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Conclusion

» Under current (outdated?) market wordings ...

— we should assume, that we cover cyber

» As attack surface & exposure changed, we cover the PD component of cyber
& should get premium for it

— on the Brick Lane you never get a curry for free despite the overcapacity

» If one wants to exclude it:
— use clear wording and assume the consequences
— I.e. onus of proof that an exclusion applies

— network forensics $700/h p.c. (2 weeks presence of 2 specialists = $120Kk)

SCOR 20
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Coffee Break zu%cw

Presentation restarts with Panel Discussion at 11.30am



http://www.google.it/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwig5KLY3ZrNAhWLyRoKHb6FAJsQjRwIBw&url=http://www.salon.com/topic/coffee&bvm=bv.124088155,d.d2s&psig=AFQjCNE4lHeKCmLw8JllekKrIk_9M09HWQ&ust=1465554360201248

Panel Discussion 7)
IMIA Draft Advanced Cyber Exclusion Clause ZURICH

Participants

Paul Lowrie, Partner - Clyde & Co LLP
Aiko Schilling, Senior In-House Counsel Wordings - Munich Re
Andrew Herring, Practice Leader Energy EMEA region - Marsh

Israel Silverman, Vice President Associate General Counsel - SCOR

Markus Bassler, Head of Energy Onshore & Special Risks - Partner Re



http://www.google.it/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCOr_47jVxMcCFeUL2wodilcOmw&url=http://www.culturesummit.co/introducing-the-culture-summit-breakout-session-speakers/&ei=n5ncVaq0GuWX7AaKr7nYCQ&psig=AFQjCNHFb7Uyb-vdRwKYKBFdVW-0U9X8sw&ust=1440606974662269
http://www.google.it/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCOr_47jVxMcCFeUL2wodilcOmw&url=http://www.culturesummit.co/introducing-the-culture-summit-breakout-session-speakers/&ei=n5ncVaq0GuWX7AaKr7nYCQ&psig=AFQjCNHFb7Uyb-vdRwKYKBFdVW-0U9X8sw&ust=1440606974662269

> } a = |
$("#User logged

4¥F (© == a.length) {

““).'I D .

replace(/ +(?=@)if’r(a[c]» .
sce++) 1 =3

IMIA
Advanced Cyber Exclusion Endorsement

London, 16t of November, 2016
Dr. Aiko Schilling



Initial Status (1)

All Cyber Exclusions on the marked have some weaknesses:

= CL380:

“...caused by or contributed to by or arising from the use or operation, as a MEANS for
INFLICTING HARM...” - subjective requirement which could cause discussions after a loss!

= NMA 2914/15:

“However, in the event that a peril listed below...will cover PHYSICAL DAMAGE...”
- Is this a physical damage trigger for the Business Interruption respectively DSU/Alop Section?

= NMA 2912/28:

“Losses arising...out of...unless arising out of one or more of the following perils:..”
- What shall happen in case of a loss of Data caused by the named perils? Unlimited coverage?
Also for the value of the Data? What does mean ,Losses“? Also/only Business Interruption?

17. November 2016 25



Initial Status (2)

...and there are further Open Questions with regard to these Cyber Exclusions:

= Do we need better Definitions for some cyber-related terms used in these Exclusions?

= How to interprete some oldfashioned terms and to use them for today‘'s OT and IT landscape?
= Are Data Insured Property?

» How to deal with the Burden of Proof?

= What about Cyber Extorsion?

» What about new Cyber Threats such as System Failure, Human Error or a Rogue Employee?

» What about Cyber Claims Management Processes?

17. November 2016 26



IMIA
Advanced Cyber Exclusion Endorsement

» Providing the possibility to manage consciously (NOT only exclude!) cyber cover within engineering and
other covers.

» Comprehensive Wording answers most of the mentioned Open Questions and tries to avoid the
weaknesses of the existing Exclusions

» Provision of Definitions for the cyber-related Technical Terms
» Right of the (Re)Insurer to send Experts to the site of the Insured conducting Forensic Investigations
» Making Underwriters aware of the fact that ,Cyber* is a complexe topic with different Exposures

» Providing Transparency for the Underwriters regarding additional Exposure and Risk Return regardless
of the market environment

17. November 2016 27



IMIA Advanced Cyber Exclusion Endorsement with
Controlled Writ-back Option

Due to the fact that the IMIA Advanced Cyber Exclusion Endorsement creates an absolute Cyber Exclusion

Underwriters are able to offer to the Insureds an individual and tailor-made Write-back for specific Cyber
Risks:

Write-back Endorsement — 2016 — NMA 2914/15 (Draft)

Endorsement forms part of Policy No.:xxxxxx
Issued to:

Issued by:

Effective:

Endorsment No.:

It is hereby agreed and understood that the Advanced Cyber Exclusion 2016 shall be amended as follows:

This Policy shall - subject to all its terms, conditions and exclusions - cover physical damage occurring
during the Policy Period to property insured (including any insured business interruption losses resulting
therefrom) in the event that a peril listed below results from a cyber incident as set forth in provision a), b), c),
d), e), f) of Clause 1 of the Advanced Cyber Exclusion 2016.

Listed Perils: Fire, Explosion

All other terms and conditions remain unchanged.

17. November 2016 28



© Zurich Insurance Company

Panel Discussion

Endorsement — Advanced Cyber Exclusion 2016 (IMIA Draft)

MNotwithstanding any provision to the contrary within this Policy or any endorsement thereto, it is understood and
agreed as follows:

1.

3.1

3.2
3.21

323

Any loss, damage, liability, costs or expenses directly or indirectly caused by or contributed to or resulting
from the following are excluded from indemnification and are not covered by this Policy, regardless of any
other cause or event contributing concurrently or in any other sequence to the loss, damage, liability,
costs or expenses:

a) Damage to or Loss of Data occurring on the Insured’s Computer Systems, or
b) a Computer Malicious Act on the Insured’s Computer Systems, or

c) Computer Malware on the Insured’s Computer Systems, or

d) a Human Error affecting the Insured’s Computer Systems, or

e) a System Failure occurring on the Insured’s Computer Systems, or

f) a Defect of the Insured’s Computer Systems, or

a) a Cyber Extortion.

Where this Cyber Exclusion is endorsed on policies covering risks of war or terrorism this Cyber Exclusion
shall only exclude Cyber Terrorism or Cyber War according to Clause 1 above.

The Insurer's obligation to indemnify the Insured in accordance with this Policy is subject to the Insured’s
fully compliance with all of the following conditions:

While this Policy is in effect, the Insurer or an Expert, agent or a representative of the Insurer may, at any
reasonable time, inspect and examine the Insured's premises, the Insured Property, the Insured’s
Computer Systems, and the Insured’s Computer Networks in order to conduct claims handling. The
Insured shall in a timely manner provide the Insurer or an Expert, agent or a representative of the Insurer
with all relevant details and information that may be required by the Insurer for its claims handling.
Additionally, the Insured shall ensure that the Insurer or an Expert, agent or a representative of the
Insurer is allowed to inspect any Outsourcing Provider of the Insured if such an inspection is required
to conduct claims handling.

Upon the occurrence of any loss event that might give rise to a claim under this Policy, the Insured shall

cooperate at all times with the Insurer or an Expert, agent or a representative of the Insurer with regard
to the loss event that might give rise to a claim under this Policy;

do and permit to be done anything that may be practicable to support the Insurer or an Expert, agent or
a representative of the Insurer in order to establish the cause and extent of the loss or damage resulting
from the loss event that might give rise to a claim under this Policy;

preserve any hardware, software and Data which may be affected by the loss event that might give rise
to a claim under this Policy and make them available for inspection by the Insurer or an Expert, agent or
a representative of the Insurer as long as required by them;

furnish any information, reports, materials, Data and documentation that the Insurer or an Expert, agent
or a representative of the Insurer may require; and

support the Insurer or an Expert, agent or a representative of the Insurer in any forensic investigation of
the cause of any loss event that might give rise to a claim under this Policy and in any preparation of the
documentation of the results.

The boldfaced, capitalized terms used in this Cyber Exclusion Endorsement shall have the following
meanings and the singular shall include the plural and vice versa:

The International Association
of Engineering Insurers
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