Cyber — Silent Exposure in Industrial Property
A representative discussion for the entire industry?
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DISCLAIMER

The opinions expressed in this presentation represents the views and
interpretations of the author and do not necessarily represent the official position
of SCOR.

Third-party sources are quoted as appropriate.

This publication is intended for information purposes only.

Topics discussed are of a qualitative nature such as the impact of new legislation
and complying with Anti-Trust laws & regulations.
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we will focus on...

» Consequences of interconnectivity

» Legal environment

» Wordings for industrial property up to date for current exposure?

» Onus of proof - What is the price to exclude cyber?

> Are loss adjusters, claims handlers and risk engineers familiar with cyber?

» Think about: cyber - war, terror, inadvertent IT failure
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loT & Interconnectivity in our everyday'’s life

Evolution of the
Mobile Phone

There is expected to be 75 billion

connected devices by 2020.
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EU & US - Protection of personal data

(AUEDEEEIEN  The Regulation  The Process  More Resources  Our Partners

The EU General Data Protection Regulation

(GDPR) is the most important change in

data privacy regulation in 20 years -

here to make sure you're

TIME UNTIL GDPRIEENFORCEMENT
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GDPR Portal: Site Overview Quick Links

R Key O

This website is a resource to educate the public about the main elements
of the General Data Protection Regulation (GDPR)

Summary of key ¢

FEDERAL TRADE COMMISSION
PROTECTING AMERICA’S CONSUMERS

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE IWOULD LIKE TO...
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HHS .gov

Health Information Privacy

I'm looking for...

n HIPAA for
Individuals

HHS Home > HIPAA = HIPAA for Professionals

HIPAA for Professionals

Privacy

Sacurity

Breach Notification

Comipliance & Enforcement

Special Topics

Patlent Safety

Covered Entities & Business
Associates

Training & Resources

FAGs for Professionals

Other Administrative
Simplification Rules

HHS A-Z Index

HIFAA for
Professionals

B wewsroom

Text Resze A A p | Printigh | Shere ] (3 +

HIPAA for Professionals

To improve the efficiency and effectiveness of the health care system, the Heallh Insurance Podability
and Accounlabilty Act of 1996 (HIPAAJ, Public Law 104-191, induded Adminisirative Simpification
provisions that requered HHS Lo adopt national standards for electronic health cane transactions and
code sets, unique health identifiers, and security. Al the samsa lime, Congress recognized that
advances in electronic tachnology could erode the privacy of haalth information. Consequently,
Congress ncorporated into HIPAA provisions that mandated the adoption of Federal privacy
protections for individually identifiable haalth information

* HHE published a final Privacy Bule in Decamber 2000, which was later modifisd in August 2002
This Rule set national standards for the protection of ndividually identifiable health information by
thwee types of covered entifies: health plans, heaith care deaninghouses, and health care providers
who conduct the standard health care transactions electronscally. Compliance with the Privacy Rule
was required as of Apnl 14, 2003 (Apnl 14, 2004, for small health plans)

* HHS publshed a final Secunty Rulg in February 2003, This Rule sets national standards for
protecting the confidentiality, integnty, and availability of electronic protected health infarmation
Compliance with the Secunty Rule was required as of April 20, 2005 (Apnil 20, 2006 for small heallh
plans)

+ The Enforcemant Rule prowides standards for the enforcement of all the Adminstrative
Simplfication Rulas.

* HHS enacted a final Omnibus nule that implements a number of provisions of the HITECH Act o
sirengthen the privacy and securnty protections for health information established under HIPAA



From hardwired “island operation” to a interconnected ICS networks
THE PAST: HARDWIRED IN

> A collection of dry contact
inputs/outputs were used to fulfill a
correlation matrix to meet a specific
project integration objective

Control Room

Imternet Erpurﬁe Headquarters

Relay Logic was used to design
complex interfaces

Ethernet

Systems were poorly documented if

at all and nearly impossible to

maintain or extend
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www scadacs org

» loT &ICS

search engines

Green Bay

$9-129-114-
116.dsLapplwi.sbeglobal.net] B

11.09.2012
£9.129.114,116:161

Known vulnerabilites

Exploits

IP Information
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And how are vulnerabilities exploited?
see German Federal Office for Information Security (BSI) — Report 2014

Office Network

Misconfigured
Firewalls

Plant Network

Infected Insecure
Laptops Wireless

Infected
USB Keys

Infected
PLC Logic

RS-232

Insecure
Serial Links

https://www.youtube.com/watch?v=0VMwI2TWrZw
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Internet

Insecure
Remote
Support

Insecure
Modems

il |}

3" Party
Issues

3.3.1 APT-Angriff auf Industrieanlagen
in Deutschland

Sachverhalt
Gezielter Angriff auf ein Stahlwerk in Deutschland.

Methode

Mittels Spear-Phishing und ausgefeiltem Social
Engineering erlangten Angreifer initialen Zugriff
auf das Biironetz des Stahlwerks. Von dort aus
arbeiteten sie sich sukzessive bis in die Produk-
tlonsnetze vor.

Schadenswirkung

Es hauften sich Ausfille einzelner Steuerungs-
komponenten oder ganzer Anlagen. Die Ausfalle
fihrten dazu, dass ein Hochofen nicht geregelt
heruntergefahren werden konnte und sich in
einem undefinierten Zustand befand. Die Folge
waren massive Beschadigungen der Anlage.

Zielgruppen
Betreiber von Industrieanlagen.

Technische Fihigkeiten

Die technischen Fihigkeiten der Angreifer sind als
sehr fortgeschritten zu bewerten. Die Kompromit-
tierung erstreckte sich auf eine Vielzahl unter-
schiedlicher interner Systeme bis hin zu industri-
ellen Komponenten. Das Know-how der Angreifer

DIE LAGE DER IT-SICHERHEIT IN DEUTSCHLAND 2014 | VORFALLE



ExO 13636 — US Gov recommendations - incentives for cyber insurance

3

0 00 Vo 44 \\ » Implementation of cybersecurity practices & standards

. » Increase of cyber information sharing

» Develop awareness for cyber aspects of how
infrastructure functions

» Understand cascading of infrastructure failures

Executive Order 13636:
Improving Critical Infrastructure

Cybersecurity

Department of Homeland Security
Integrated Task Force
Incentives Study Analytic Report

https://www.ntia.doc.gov/files/ntia/Commerce_Incentives Discussion_Final.pdf

https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity

June 12, 2013
< https://www.treasury.gov/press-
. center/Documents/Supporting%20Analysis %20Treasury %20Report%20to%20the %20President%200n %20Cybersecurity%20Incentives

A4 Homeland —

http://www.bna.com/the-potential-effect-of-executive-order-13636-on-cybersecurity-insurance-coverage/

https://iwww.dhs.gov/sites/default/files/publications/dhs-eo13636-analytic-report-cybersecurity-incentives-study.pdf
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NIS Directive- incentives for cyber insurance

oy *

European
Commission
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DIGITAL SINGLE MARKET
Digital Economy & Society

European Commission > Network and Information Security Directive: co-legislators agree on the first EU-wide legislation on cybersecurity

" The strategy

Society

Skills & Jobs

eHealth and Ageing

Smart living

Digital Inclusion

Public Services

Cybersecurity and privacy
Cybersecurity

Cybersecurity industry

Online privacy

EU Funded Projects
Online trust
Content and media
Emergency and support lines

Societal challenges projects
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Economy

Research DG CONNECT

& innovation

Access
& connectivity

Society

Network and Information Security Directive:
co-legislators agree on the first EU-wide
legislation on cybersecurity

Published on 09/12/2015

On 7th December 2015, the European Parliament and the Council reached an
agreement on the Commission’s proposed measures to increase online security in
the EU. The Network and Information Security (NIS) Directive is the first piece of
European legislation on cybersecurity. Its provisions aim to make the online
environment more trustworthy and, thus, to support the smooth functioning of the
EU Digital Single Market.

The proposal for a Directive concerning
measures to ensure a high common level of
network and information security across the
Union was put forward by the European
Commission in 2013. Two years later, the Parliament and the Council have agreed on
a set of measures to boost the overall level of cybersecurity in the EU.

c:: Share

The new rules will:

* improve cybersecurity capabilities in Member States

* improve Member States' cooperation on cybersecurity

* require operators of essential services in the energy, transport, banking and
healthcare sectors, and providers of key digital services like search engines and
cloud computing, to take appropriate security measures and report

incidents to the national authoritics,

https://ec.europa.eu/digital-single-market/en/news/network-and-information-security-nis-directive

Europ. Commission Vice-President:
"people & businesses ... need to trust
. in secure online environment and
use digital tools, networks and
services in the EU with confidence.
The NIS Directive is the EU
legislation on cybersecurity... &
requires companies in critical sectors
to adopt risk management
practices and report major incidents

to their national authorities...”

* Entry in force August 2016
« Transposition into national law
May 2018
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ENISA leads NIS development and implementation of the European
Union's policy and law

mi hitps://wiw.nisa.europa.eu Oo-ac Hmﬁgmﬂ.u|mwm = Eyber Insurance: Ado_ | {— EMISA X | {2 Technoiogy Innavati_ | B The Drectve on sec | [l The Directive an sec
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*x x About ENISA Careers o Procurement e Cc

ENISA Topics Latest news Alln

Cloud and Big Data
Cyber Insurance: A look at recent advances,
good practices and challenges by ENISA

CSIRT Network - o - Published on November 07, 2016

Critical Infrastructures and Services

CSIRT Services " -
ENISA’s support to EU and National strategieq

CSIRTs and communities ' ' ' 52 for information security presented at IT

workshop

Cyber Crisis Management Published on October 28, 2016

Cyber Exercises

DSiN ten-year congress: “Security derives

Cyber Security Education from responsibility”

Data Protection i Published on October 27, 2016

Incident Reporting 4th Week ECSM: Mobile Malware

IoT and Smart Infrastructures . - ! 2 Published on October 24, 2016

National Cyber Security Strategies : .
Regional Cybersecurity Forum for Europe

Cyber Insurance: A look at recent advances, good _
Published on October 21, 2016

practices and challenges by ENISA

Standards and certification

Threat and Risk Management
ENISA recognising the growing need of insurance companies and customers
alike, developed a report, focusing on key developments, challenges, and an
Trust Services insurers’ pre-policy risk assessment.

Trainings for Cyber Security Specialists

Published on November 07, 2016
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NIS — safe networks for critical services

Essent|a| Energy (Electricity, Oil, Gas)

Services

) o anking

In Crltl Cal Financial market infrastructures
SeCtOI’S Health sector

Drinking water supply and distribution

Transport (Air transport, Rail transport, Water transport, Road transport)

Digital Infrastructure

Dlgltal Online marketplace
Service
Providers

Online search engine

Cloud computing service

Table 1: Types of entities for the purposes of point (4) of Article 4 of NIS Directive
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Lloyds position on NIS

https://Awww.lloyds.com/the-market/communications/regulatory-communications-1 © ~ @ & ICybelse(urityt £U policymakers sg_ —

rertieren ~ [@H Auswahlen

surance

| Previous Next |[[7] Options - |
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Key points

Application - The NIS Directive imposes obligations on operators of essential services and providers of key digital services and lists the essential
services to which it applies. This list includes, among other sectors, transpoert, banking, financial market infrastructures, healthcare and energy. It
does not mention insurers explicitly.

Minimum harmonisation - The Directive sets out minimum harmonisation measures and Member States are not prevented from adopting more
restrictive provisions to achieve higher levels of NIS security. In the implementation phase, it is for Member States to identify specific entities,
under each sector listed, to which the rules will apply.

Increased national cybersecurity capabilities - Each EU Member State must adopt a national strategy and appropriate cybersecurity measures.
They must establish a National Competent Authority (NCA) to monitor implementation of the rules, as well as Computer Security Incident
Response Teams responsible for handling incidents.

+ Security and notification requirements - The businesses to which the Directive is applied will have to take appropriate security measures to
manage the risks posed to the network and information systems they control and use in their operations. They will be required to notify to the
relevant NCA, without undue delay, incidents having a significant impact on the continuity of the core services they provide.

Cooperation network - The EU Commission and the NCAs will form a cooperation network tasked with supporting and facilitating strategic
cooperation and exchange of information.

Sanctions - Breach of the cbligations imposed by the Directive may attract onerous administrative sanctions. It is the responsibility of Member
States to determine penalties which, according to the Directive, must be "effective, proportionate and dissuasive”.

Interplay between NIS Directive and EU General Data Protection Regulation (“GDPR")

Although both the NIS Directive and the GDPR laws impose requirements on operators to adopt risk-based security measures as well as mandatory
incident notification in case of breaches, they protect different interests and may apply to distinct types of incidents.

‘Whilst the GDPR aims to safeguard personal data, the Directive’s focus is on network security. The targets are also distinct: where the GDPR will apply
to any person or entity invelved in the processing of personal data of individuals in the EU, the NIS Directive is addressed to operators of essential
services and digital service providers.

Finally, the NIS Directive does specify that, in cases where personal data are compromised as a result of serious incidents, NCAs and data protection
authorities must cooperate and exchange all relevant information to address personal data breaches resulting from incidents.

Impact on the Lloyd’s market

+ Risk management implications - Although insurers are out of the scope of the Directive, the final decision on whether certain entities meet the
Directive’s criteria will be remitted to Member States.

Financial market infrastructures and banks will be subject to breach reporting obligations and minimum security requirements. In the
implementation phase, if the UK extends the cbligation to meet cyber security requirements to all financial services firms, Lloyd’s managing
agents and intermediaries will need to comply with the rules.

Impact on underwriting - Lloyd’s remains a market leader in cyber insurance. Once implemented, the NIS Directive may drive demand for cyber
insurance in Europe.

The new EU rules support the creation of a risk management culture and will improve information sharing practices between the private and
public sectors. This will help underwriters to analyse rapidly-evolving cyber threats and risk managers to reduce uncertainty and address better
solutions.

Next steps
The political agreement reached in December 2015 needs to be formally adopted by the European Parliament and the EU Council (expected in spring

2016). Once published in the EU Official Journal, Member States will have 21 months to implement the NIS Directive into national law and a further six
months to identify cperators of essential services.

https://www.lloyds.com/the-market/communications/regulatory-communications-homepage/regulatory-
communications/regulatory-news-articles/2016/01/cybersecurity-eu-policymakers-agree-network-and-information-security-

directive
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Industry geared up
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Let’'s have a look now on Insurance

 Legislator did their homework

 Industry did their homework
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Onus of proof & ambiguities in current wording

1 Policy holder: ... demonstrates «claim triggers policy»

J Insurance: ... demonstrates «exclusion applies»

= CL/NMA clauses not stress tested — no court decisions regarding cyber
induced PD / Bl

= Terms not specified
= Complex clauses

SCOR
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Institute Cyber Attack Exclusion Clause (CL 380), 10/11/03

1. Subject only to clause 1.2 below, in no case shall this insurance cover loss damage liability or expense
directly or indirectly caused by or contributed to by or arising from the use or operation, as a means
for inflicting harm, of any computer, computer system, computer software programme malicious
code, computer virus or process or any other electronic system.

2. Where this Clause is endorsed on policies covering risks of war, civil war, revolution, rebellion,
insurrection, or civil strife arising therefrom, or any hostile act by or against a belligerent power, or
terrorism or any person acting from a political motive, Clause 1.1. Shall not operate to exclude losses
(which would otherwise be covered) arising from the use of any computer, computer system computer
software programme, or any electronic system in the launch and/o guidance system and/or firing
mechanism of any weapon or missile.

... in no case shall this insurance cover loss ... from the use ... - as a

means for inflicting harm - of any computer system...

» ask IT forensics about intention / inadvertent ...

SCOR -
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Cyber Non-Aggregation Clause (NMA 2912) —
IT Hazards Exclusion Clause (NMA 2928)

Losses arising, directly or indirectly, out of :

i. loss of, alteration of, or damage to

or
ii. areduction in the functionality, availability or operation of

a computer system, hardware, programme, software, data information repository, microchip, integrated
circuit or similar device in computer equipment or non-computer equipment, whether the property of the

policyholder of the reinsured or not, do not in and of themselves constitute an event unless arising out of
one or more of the following perils:

Fire, lightning, explosion, aircraft or vehicle impact, falling objects, windstorm, hail, tornado, cyclone,
hurricane, earthquake, volcano, tsunami, flood freeze or weight of snow.

... losses out of damage or reduction in the functionality of a computer system do

not constitute an event unless arising out of FLEXA and/or Natural Hazards...

» FLEXA causes ICS disruption OR ICS disruption causes FLEXA 7?7
Good luck in court AND if you have to explain to policy holder ...

SCOR
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Electronic Data Endorsement A (NMA 2914), 25/01/2001

1. Electronic Data Exclusion

Notwithstanding any provision to the contrary within the Policy or any endorsement thereto, it is
understood and agreed as follows:-

a) This Policy does not insure, loss, damage, destruction, distortion, erasure, corruption or alteration
of ELECTRONIC DATA from any cause whatsoever (including but not limited to COMPUTER VIRUS) or
loss of use, reduction in functionality, cost, expense of whatsoever nature resulting therefrom,
regardless of any other cause or event contributing concurrently or in any other sequence to the
loss.

ELECTRONIC DATA means facts, concepts and information converted to a form useable for
communications, interpretation or processing by electronic and electromechanical data processing
or electronically controlled equipment and includes programmes, software, and other coded
instructions for the processing and manipulation of data or the direction and manipulation of such
equipment.

COMPUTER VIRUS means a set of corrupting, harmful or otherwise unauthorised instructions or
code including a set of maliciously introduced unauthorised instructions or code, programmatic or
otherwise, that propagate themselves through a computer system or network of whatsoever
nature. COMPUTER VIRUS includes but is not limited to 'Trojan Horses', 'worms' and 'time or logic
bombs'.

... ELECTRONIC DATA not insured ...
SCOR 19
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Electronic Data Endorsement A (NMA 2914), 25/01/2001

b) However, in the event that a peril listed below results from any of the matters described in
paragraph a) above, this Policy, subject to all its terms, conditions and exclusions will cover physical
damage occurring during the Policy period to property insured by this Policy directly caused by such
listed peril.

Listed Perils: Fire, Explosion

2. Electronic Data Processing Media Valuation

Notwithstanding any provision to the contrary within the Policy or any endorsement thereto, it is
understood and agreed as follows:-

Should electronic data processing media insured by this Policy suffer physical loss or damage insured
by this Policy, then the basis of valuation shall be the cost to repair, replace or restore such media to
the condition that existed immediately prior to such loss or damage, including the cost of reproducing
any ELECTRONIC DATA contained thereon, providing such media is repaired, replaced or restored. Such
cost of reproduction shall include all reasonable and necessary amounts, not to exceed [Response] any
one loss, incurred by the Assured in recreating, gathering and assembling such ELECTRONIC DATA. If the
media is not repaired, replaced or restored the basis of valuation shall be the cost of the blank media.
However this Policy does not insure any amount pertaining to the value of such ELECTRONIC DATA to
the Assured or any other party, even if such ELECTRONIC DATA cannot be recreated, gathered or
assembled.

[PD caused by] Fire, Explosion resulting from loss of functionality or loss of ELECTRONIC DATA will be
covered ...

SCOR 20

The Art & Sdence of Risk



CL 380 exchanged for NMA 2914/5

“In no case shall this insurance cover loss from the use - as a means for

inflicting harm - of any computer system”

FOR

“PD caused by Fire, Explosion resulting from loss of (ICT) functionality or

loss of ELECTRONIC DATA will be covered “

SCOR 21
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NMA 2912/28 exchanged for NMA 2914/5

“... losses out of damage or reduction in the functionality of a computer
system do not constitute an event unless arising out of FLEXA and/or

Natural Hazards...”

FOR

“PD caused by Fire, Explosion resulting from loss of (ICT) functionality or
loss of ELECTRONIC DATA will be covered “

SCOR 22

The Art & Sdence of Risk



UW considerations — intended vs. inadvertent — cyber war — cyber terror

» Cyber incidents are not always intended
» wrong coding
» wrong interaction of two control units
» manual bypass of alarm management system during commissioning

— effect could be equal to an malicious attack

» Targeted cyber incidents are not sudden and unforeseen
— initial attack/infection could even have happened before the policy inception

» Targeted cyber attacks can produce losses higher than PML assessed

» Motivation of a cyber attack can be different — but method of a cyber attack and resulting
damage are of the same kind

— to distinguish between war, terror, sabotage, malicious act is_pointless
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Conclusion

» Under current (outdated?) market wordings ...

— we should assume, that we cover cyber

» As attack surface & exposure changed, we cover the PD component of cyber

& should get premium for it

— on the Brick Lane you never get a curry for free despite the overcapacity

» If one wants to exclude it:
— use clear wording and assume the consequences
— i.e. onus of proof that an exclusion applies

— network forensics $700/h p.c. (2 weeks presence of 2 specialists = $120k)

SCOR 24

The Art & Sdence of Risk



SCOR

The Art & Sdence of Risk

25



